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7KHWH DWH LHSRUV VKDW7DIZ DQ FRX@ EH JHDUQJ XS IRUD SRWE®
F\EHZ DUZ VK &KLOD $ FFRUGLOJ VR $[ LRV DQ $ P HUFDQ QHZ VZ HEVWIA [LEJOL8 I | =X=TH Bl
7DLZ DQHVH WFK WFRRQ 5 REHUA7VDR KDV SIRYIGHG IXQGLQJ |RUFUXFLDO
F\ EHWHFXUW WDIQIQJ [RU 7DLZ DQHVH UHVIGHQW 7KH WHSRUN IXWKHU
WDV VKDW7 VDR KDV IHSRUMGO S®IGI HG 8 6' P LERQ LQ VXSSR ,QGXW
IRU. XP D $FDGHP \ 7DLZ DQ VR VKDW7DLZ DQHVH SHRS® DWH SUHSDUHG
IRUDQ\ SRVHQWDO&KIQHVH LQYDVMRQ DQG VR SIRYIGH P LAVDU WDLQLQJ VR
VKUHH P [GDRQ 7DLZ DQHWH FLYLGDQV DWVKH . XP D $FDGHP \ RYHU VKH U ToTeSAVEIT \ieTe]
FRXUM RI VKH QH[ WWKUHH \ HDW/

1HZVIWRP WH

2 XU3 DWHUKILSV

" MFXWRQ 3 DOHY

$[ LRV I XWKHU LHSRUMG VKDWVKH 7DLZ DQHVH SHRS®1 DV H] SHFVAG KDYH [RUACa i L

EHHQ FGRVHO IRGRZ 1QJ VKH FRQIQFWEHVEZ HHQ 5 XWMD DQG 8 NUDIQH 7KH [T T ety
LHSRUN I XUKHU WIDVAG VKDW 7DLZ DQ Z WKHV VR IRGRZ VKH 8 NWDLQLDQ
SHRS®V GHHLP LQDURQ DQG FRXWDJH U D VWXDVRQ RI FRQIQFWZ LVK
&KLQD DUVHV 1Q VKH | XWKUH
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$FFRWGLQJ VR D 1 HZ <RWN 7P HV LHSRUN DQ HLJ KWWHQ \ HDURGS ER\ DGP IWWG VKDWKH KDFNHG

8 EHU QHVZ RNV 7KH WHDVRQ KH JDYH IRUKDFNIQJ VIKH 8 EHU QHVE RNV Z DV VKHLU VHEXUW Z DV
@ +H IXUWKHUWDWG VKDWKH XVHG VRFLDOHQJ LQHHUQJ VR J DIQ GRJLQ LQIRWP DURQ LQ RUGHUVR

DFFRP SOK VKH KDFN 7KH ER\ SRWHG P DQ\ VWFWHHQWKRW DV KLV SIRRI Rl FRQFHSW DQG

GLVFXWHG KLV H[ SRIW 1Q FRQYHUDVRQV Z WK VKH SUHW DQG VHFXUW SIRIHWIRQDY 7KH KDFNHU
Z DV VXEVHTXHQV® DE® VR EWHDN 8 EHW/ QHVZ RN DQG VHDLFK 8 EHUV ,QWDQHW GXH VR VKLV
FRP SWRP IVHG DFFHW

( YHQ VKRXJK 8 EHUXVHV P XQU | DFVRU DXVKHOQUFDWRQ 0)$ H[ SHUVW EHQHYH VKDWVKH DWIDFNHU
Z RX@ KDYH EHHQ DE® VR J HWDWRXQG VKHVH VDIHI XDUGY E\ VHWIRQJ XS D IDOH GRP DLQ DQG E\

XMQJ D P DQISX@VRULQ VIKH P IGG® 0 M@ DWDFN VR LH®\ DQ\ DXVKHQWFDWRQ FRGHV VHQWVR

ViKH DFVXDOGRP DLQ

7KH EWHDFK Z DV VHWXS E\ VSDP P 1QJ DQ 8 EHUHP SQR\HH IRUP RUWH VKDQ DQ KRXUZ IVK SXWK

DXVIKHQVFDVWRQ WHT XHWW EHIRWIH VAFNIQJ KIP  VIKLRXJ K D GUIHWHQWFKDQQHOVR DSSLWRYH RQH RI

KLV IHTXHWV 7KH KDFNHU F@IP V KH IRXQG D QHVEZ RIN VKDWH Z IVK 3 RZ HUWBKHGE VFUSW VKDW
FRQVDLQHG D VA WP DGP LQMUDVRUV XVHUDDP H DQG SDWZ RUG

7KH KDFNHU DGBIJ HGO XVHG VKLV LQIRWP DVMIRQ VR DFFHW 8 EHUV $: 6 $P DJRQ : HE 6HUYLFHV

2 QHRILQ DQG * 6 X1 HQYLLRQP HQW DP RQJ RVKHW/ DQG H[ WDFWHG VIKH SDWZ RUGV

,Q RUGHUVR FRP P HQWRQ P XQUS® WFNHW VKH DWIDFNHU DOR ERNH LQVR DQ 8 EHUHP S@\ HHV
+ DFNH2 QH DFFRXQW Z KIFK FDQ EH FRQWGHWHG DV HYIGHQFH VKDWVKH DWDFNHU P LJ KWKDYH

KLIK® VHQUMIYH EXJ ERXQW WHSRUNV FRQVDLQLQJ VKH VHFXUW [@Z V 1Q 8 EHUV LQI IDWUKFVKIH DQG

SWRGXFW

7KH DERYH P HQURQHG DWDFN SUHYHQWAG 8 EHU HP SQR\ HHV ILRP  DFFHWQJ 6@FN DQG FHUDLQ

RVKHU DSS@FDVIRQV 7KH KDFNHU DOR XSAQRDGHG 16): 1RW6DIH )RU: RN SKRVRV RQ VKH

LOVAUQDOHP SAR\ HH LHVRXUFH SDJ HV

MITRE ATTECK Mapping

T1589.001: Credontials
T14621: MFA Authentication Request Genaeration

T1564.003: Spearphiching via Service

T1078: Valid Account UBER BREACH
T1133: External Remate Services

T1135%: Metwork Share Drive Discovery
T1552.001: Credential in Files

T1078.002: Domain Account

T1048: Exfiltration over Alternative Protocol

Initial Accoss Discavery
T1078: Valid Account T1135: Network Share Drive Discowvery
T1133: External Remote Services

Credential Access

Seanning Uber
Infrastructure

J

PawerShall script

Adverzary —p  ZFA/MFA Spamming VPN Access —p

Possibly aguired creds in dark farums
T1589.001: Credentials

T1621: MFA Authentication Request Generation
T1566.003: Spearphishing via Service

f T1552.001: Credential in Files

PowerShell scripts in = ) .
Natwork Share contained creds in Privilege Escalation

cleartext

(—J

T1078.002: Domain Account

Exfiltration

T1048: Exfiltration over Alternative Protocol

Access to number of Access to Thycotic
—_—
apps/infra PAM

UBER INTERNAL NETWORK
2 P2suOZHH - @ Oy :1BSds § ®! p2g 2uS8@gS ®gSHE80gS Si: bgahy 3 1RAPAPO 4y RPH
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2SWV WH 1R P REIH RSHWDWRU [Q
$XWUDAD Z IMK  DSSLR[ LP DO P LARQ
VXEVFUEHWY/ RZ QHG E\ 6lQJDSRWH 7HM®FRP V
Z WVQHWHG RQH Rl $XWwDaDV EL)JHW GDVD money and : el e
EWHDFKHY ZKLFK H SRWHG WH SHURQDO
IQIRWPP DURQ RI XS WR P LARQ FXWRP HW/

LQFOXGLQJ VKHLU DGGLIHWHY GUYHUV @FHQFH DQG
SDWSRUMQXP EHW/

) LUM® VKH DWDFNHUW/ DWHG [RU LDQVRP DV Z H@DV GIDNHG SHRSO®IY GDVD DV 3LRRI Rl

&RQFHSW RQ VKH GDWN Z HE IRWXP KRZ HYHU WU RQ Z KHQ VKLV DAXH WDUMKG JHMQJ ELIJ HU

VKH\ WDWIG VKDWVKH\ KDYH GH®IVHG VKH GDVID EHFDXVH VKHWIH Z HLIH VRR P DQ\ H\HV RQ VKHP

DQG VKH\ Z HUH GLRSSIQJ VKHL GHP DQG IRUD WDQVRP  DQG DOR VKDWVKH\ Z HWIH VRW [RUVKH
$ XWUDADQV Z KRVH GDVID KDG DQHDG\ EHHQ H[ SRVHG

2 SWXV WDUMG VKH SUHFDXVIRQDU WHSV Z KHWH VIKH\ DWH VHQGLQJ DZ DUIHQHW P HWDJ HV VR VIKRVH
Z KRVH GDVID KDV EHHQ FRP SWRP IVHG DV Z H@DV D FUP LOQODOLQYHWIJ DIRQ LV DOR JRIQJ RQ LQ VKH
P DWHU

B(WQLiq s 11 -{ $-73(1% fW- smsq {GW1

$Q ,QGIDQ KDFNIQJ JRXS FDABIG ,QGLVKH@KDFNHG LQVR
VKH 30 RIILFH LQ 3 DNIDQ DQG KDYH GIDNHG DXGLR FASV
Z KHWIH KLJKHU DXVKRUMHV Rl 3DNIMWDQ DUH GLVFXWIQJ
P SRUDQWVRSLFV 7KH KDFNHU JWRXS KDV FMIP HG R
KDYH D VRVDORI  * % RI DXGLR WHFRWGLQJV RXWRI Z KLFK
WKH KDG VKDWHG VKWHH RI VKHP DV VKHLW SLRRI Rl
FRQFHSW 7KH\ DWHG IRU ELVFRIQV DSSUR[ P DVHO
15 FWRWDVR  6HSWP EHU

,Q VKH VIKUHH \DP S®V RI DXGLR VKDWZ HUH P DGH DYDIDE® RQ VKH ' DINZ HE 6KHKED] 6KDW FDQ
EH KHDWG VSHDNLQJ Z WK VHQLRUJ RYHUQP HQWRI [ LFLDY @NH 7DXTHHUBKDK 3 UQFLS DO6 HFUHVIDU Rl
VKH 30 . KDZ DND 6DDG 5DILTXH 0 LQIMMHURI 5 DL D\ V RI 3DNIWDQ 5 DQD 6 DQDXA@DK 0 LOIMMHUIRU
,QWAURU RI 3DNIWDQ $\D] 6DGGLT )HGHWOO0 LQIMMU ) RU ( FRQRP IF $11DWV RI 3DNMWDQ DQG
RVIKHU/

0 DUDP 1DzZD] GDXJKVWURI ) RWP HUSUP H 0 LQIWWHURI 3DNIMIDQ 1 DZ D] 6KDW FDQ EH KHDUS

VSHDNLQJ VR GL I HLIHQW3 DNIWIDQL SRAMFLDQV LQ SRZ HU RQ GUITHIHQWRSLFV LQFOXGLQJ LQFUHDMQJ
SHWROSUFHV
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2Q 6HSWP EHU D VKWHDWDFVRU JRIQJ E\ VKH
KDQG® / HDN%DWH SRWHG  * % Rl GDVD GXP S Mission Swachh Bharat
FRQWIQIQJ VKH SUYDW IQIRWPP DMRQ Rl
DSSLR[ P DVHO P LGRQ FXWRP HW IWLRP VKH
6Z DFKK &IW SMWRWP D SIRMIFWRI VKH 6Z DFKK
%K DUDWO WMRQ ,QGLD FAHDQAQHW SWRJ WDP P H

6Z DFKK &IW LV D P REL®H DQG Z HE DSSQFDVRQ
VKDW DIGV P XQIFISDO FRBRUIDVRQV |LRP

VRZ QV DWRXQG ,QGID 1Q WHWROIQJ FRP SMIQW
DQG LWXHV Z IVK FIW] HQV DFLIRW VKH QDVMIRQ 8 VHU
QDP HV XWHU ," V HP DIO DGGLIHWHV SDWZ RUBV
P REL®H QXP EHW LQIRWP DVRQ LHODMQJ VR 2 73V
DQG ®RILQ FUHGHQWDY DWH DP RQJ VKH FWXFLDO
LQIRWP DVIRQ VKDWK DV EHHQ KDFNHG fiEEms
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,QGID ) XVXWH ) RXQGDVIRQ ,)) KDV MJQHG D 0 HP RIDQGXP Rl 8 QGHUMDQGIQJ 0 R8 Z VK
8 QWG 6HUYIFH ,QWIMXVIRQ 86, Rl ,QGID ZKIFK LV ,QGIDV R@GHW GHIHQFH DQG QDVRQDO
VHEXUW VKIQN VDQN $V SHU VKH O R8 ,)) Z L@KH® 86, VR MQHUWI H HIIRUWV RI ' HIHQFH
BHFXUW 6WDWAJLF $1IDLY ' LJIVDO &\ EHU' LISQRP DF\ &\ EHUG6HFXUW ' DVD 3 IRWFVIRQ DQG
3 UYDF\

FOUNDATION

https:/ fusiofindia.org/ https:/ /www.indiafuturefoundation.com/

INDIA FUTURE FOUNDATION
sighs an MoU with UNITED SERVICE INSTITUTION OF INDIA
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)) 1Q DWRFIDMRQ ZWK O HW 3@MWRWP V DQG =3
Quant
4AXDQWP  8QHUMW  5RRINHH 8 WDLDNKDQG Q0 Quantom &/ O\ Meta

INDA FUTE

RW DQLVHG VKH ' LJ VDO VALDF\ 3WRJWDP P H Z LYK VKH
DIP VR HGXFDW FKIGBWHQ RQ KRZ VR SWRWFW
VKHP VHOYHV ILRP  FUP HV 1Q F\EHWSDFH 6WXGHQW
IIRP  GUIHHQW VWKRRY SDUMFISDWG LQ VKH
SWRIWP P H & EHUH[ SHUWW IWRP ,)) FRQGXFWAG DQ [elelcliNiCEvaIe:heRliy
LOVALDFVYH VHWIRQ IRU WKGHQW DQG KDFKHU/ RQ Cyber Expert Kanishk Gaur
F\EHU DZ DLHQHW DQG GLIWDO VDIHW ' XUQJ VKH [ERRSSr oupra e
VHWIRQ VKH\ Z HUH HGXFDWHG DERXWDSSIRSUDWH DQG  [Fyppy

WIH XWH Rl IQIRWPP DURQ DQG FRP P XQIFDVIRQ (KAl

VHFKQRMRJ IHV $ WHQGHHV DWVKH SLRJWDP P HV Z HWH
HGXFDWG DERXW VKH P SRUDQFH RI  KDQG@QJ
LQIRWPP DMRQ WHVSRQMEQ® WKRZ 1QJ WHVSHFWVR RVKHW/
ZKHQ WH DWH RQMQH DQG XMQJ SWRSHU
QHWT XHWH  HVIT XHWIH RQ VKH , QUHLDHW

"S">SSEQU( - f{"QUf1z i
7KH JRDORI VKH ~ \HDUR@ S@URWP F F Q LVVR RIIHU
RSSRUXQMHV VR GHP ROWMIDW H[SDLQ DQG WLH
DZ DIHQHW DERXW GDVD SWRAFVIRQ  LQIRWP DVRQ
VHFXUW DQG SUYDF\ 7KH SWRIWDP P H DOR DIP V VR
SWRYIGH D FRP P RQ SOMWRLP |RU YDURXV &RUSRUDVIAV
* RYHWQP HQW RUDQMWOVRQV — LQFOXGLQJ  YDURXV
IO'HWIODMRQ ~ DJHQFIHV ~ DFDGHP LD WHVHDUFK
RU DQLVDVIRQV LOGXWW BIDGHW/ DQG S\ HW/ IRU EHWIAU
FRRUGLODVIRQ LQ P DNIQJ VKH F\ EHUZ RUTS D EHWHU DQG
VDIHU S@FH 7KHW Z LGEH D YDUHW RI VIWFKQLFDO QRQ
VHFK QLFDO @4 DO DQG FRP P XQIW HYHQW DV SDUARI VKH
FRQIHLHQFHV ) ¥
/O VKLV \ HDUB HGIMRQ RI VKHF F Q VKHWH Z HLH XS VR~ X HBu 128y p[i2 § GiHH 200 w: w§ § puHe & @28i $D
Z RINWKRSV LQFXGIOJ $XVRP RIYH 6HFXUW 3UP HU RHS®Y 2 2SHU! § y P IBSH @ 2 t2SHIDIE @5 8u:D

LOGRZ V 3UYIGUH ( VEDDRQ +DFNIQ) $QGLRIG 126 + WS 1 12505y D (J§ | ux® s d5uN ) S H(JS

jpu2SE 8 a8u S ® y M (Pl poD! ¢ P ®u2DX | DSH HAu
DQG ,R7 DQG 0 XQU&MXG 6HFXUW VHWRQV DQG  s350 gy sem
VSHDNHW/ 7KH HYHQWZ DV , KHG@ LQ * LDQG +\ DWW

. RFKL ,QGID 7KH FKLH JXHWDWVKH HYHQWZ DV 6KUW
31QDWD\ L9 LND\ DQ &KLHI 0 LOMAU . HLDMD

$P W XEH &R )RXQGHU,)) ZDVDP RQJ VKH VSHDNHU/ DWVKH HYHQW Z KR VIDONHG DERXWVKH QHHG |RU
F\ EHOHFXUW SRQFIHV FXUHQWP DINHWWHQGY SHUGY DQG VKH VFDP V Z KIFK DUH VDNIQJ SMFH LQ VKH
LOQGXWUHV DQG @Z HQIRWFHP HQW
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. HD® 3RAFH DRQJ Z WK ,QIRWP DURQ 6HFXUW 5HVHDUFK $WRFIDURQ ,65$ LQ DWRFLDVIRQ
Z VK 0 HD DQG %DFKSDQ %DFKDR $ QGRMQ RW DQIVDMRQ FDP H VRJHVKHU VR MXQFK SIRMIFW
L) *129( . 22778 VR VSUHDG DZ DUHQHW DERXWF\ EHUVDIHW DQG VKH QHHG VR FDWH IRU
FKLGBUHQ DJDIQW RQ@QH DEXWH 7KH SWRMIFW Z DV DOR VXSSRUMG E\ &KW /IQH O DNDE
,QQRYDVIRQV ,QGLDQ 0 HGLFDO$WRFIDURQ ,QNHU 5 RERUFV %RGKIQL . HIDMD &\ EHWGRP H DQG
&&6( . HD® 3RAFH 6N\ / LOH

7KH Z HHN GRQJ HYHQWZ DV LQDXJ XIDVHG RQ ~ 6HSWHP EHUDW ~ DP E\ VKH + RQE®{ * RYHWQRU
Rl . HID® 6KW$Ul 0 RKDP P DG . KDQ DW,P D + DA. DARRU( WODNX@P . RFKL $V D FLYLOVRFLIHW
P SGIP HQUDMRQ SDWQHU ,)) DWIMKG Z MK VKH LP SGIP HQVDVRQ RI VKLY SIRMIFWLQ VHBIFWAG
GIWUFW DFLRW . HDM® VR VSHDG DZ DUHQHW RQ F\ EHUHFXUW 2 VIKHUSLRP LQHQW LI XUHV DWMKH
HYHQWQFOXGHG 6KW.&+ 1 DIDWDM ,36 ,*3 &RP P IMMRQHURI 3RQFH . RFKL&IW 6P W5 DNDQL
6HNKU 6lEDO,$6 5HG &(2 %DFKSDQ %DFKDR $QGRMQ 6KW 7- 9IQRG 0/$ ( UDDNXMDP
. HD® 6KU $QLO. DQW ,36 6DV 3RAFH &KIHI . HUDAD 6KW 3 3WDNDWK ,36 ,QVSHFVRU* HQHLDO
RI 3ROFH B6RXVK =RQH 7KLUXYDQDQWDSXWP 6KU 9IND\ 6DNKDWH ,36 $' *3 / 2
7KUXYDQDQWKDSXWDP 6K 0 DQRM$ EWDKDP ,36 ' LWHFVRU9$&% 7KLUXYDQDQWKDSXWDP 7DXN
. HD® 6KW $QIO. XP DU 0 D\RU . RFKL &IW 0 U $P IW' XEH\ &R IRXQGHU ,QGLD ) XVKWH
) RXQGDVRQ DQG 0 V 0 DQP HHW5DQGKDZ D + HDG &RUSRIDVA &RP P XQIFDURQV ~ 6WDVIAJ LF
$ @DQFHV ,QGLD ) XWX H ) RXQGDVIRQ

$P W' XEH\ &R IRXQGHU RI ,QGID ) XWXWH ) RXQGDVRQ JDYH F\ EHUHFXUW WDIQIQJ VR
SHRS® Z KHWH VKH\ Z HWH VIDXJ KWDE RXWGL I HIHOQWW SHV Rl VRFLDOHQJ LOHHUQJ VIDFVIFV DQG Z KDW
DW Z D\ VVR NHHS VKHP VHO WDIH Z KL3 VXULQJ VIKH , QVALRQHW

- Kootry
PROGRAM FOR STUDENTS
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7KH SXEQF WHFVRU XQGHUDNIQIV P RWH FRP P RQ® NQRZQ DV 368V KDYH EHHQ VKH
EDFNERQH RI ViKH ,QGLDQ HFRQRP \ : WK FKDQJLQJ WP HV HVSHFID@® Z MK VKH DGYHQWRI

WFKQR®J\ VKH\ VRR KDYH DGRSVHG IWLQ D EL] Z D\ VR EUQJ HIILFHQFLHV 1Q VKHLUEXVIQHW
DQG VKHWHE\ FRQWIEXWIQJ VRZ DUGV QDVIRQ EXL@LQJ DWD P DFLR GIYHO 7R GLVEXW VKH
YDURXV FKD@QJHV VIKH\ IDFH IDFHG Z KL®1 DGRSWQJ VKH QHZ VWFKQRGRJILHV D FRQFMYH

DSV® QDP HG 368 7( &+ &RQFMYH VXSSRUMG E\ 7+$/(6 DQG 5%+ ,QIRMFK Z DV RU DQLVHG
E\ $3$& 1HZV 1 HE RWN $WVKH HYHQW . DQIWNK * DXU ) RXQGHU ,)) P RGHWDWAG D SDQHO
GLVFXWIRQ 0 MO DVQJ 5 VNV RI &\ EHIDWIDFNV VKLRXJ K VMFKQRARJ\ DQG , QQRYDVIRQ

J -
S

THA

iS P@OJISP2y ®u2SH D HZU ®R&§P::b /S udSHHZU §2C AO! R!  §&hu

QEil--Is "f z( 1s-1zSzWla| z{E-Qq flzweqqU- qzUo 2
Q  WKH  SUHWHQW  GD\ cINI"oll  \\ \ HPE Growth

WDQVIRLP DVIRQ LV VKH GUYLQJ IRUFH IRU Maker's Summit

VHFKQRM®J LIFDO LQYHWP HQW [RU D@
HQWALBUVHY  +3( * WRZVK 0 DNHUV
6XP P LWLV VKH |@MJ\KLS FRQIHWHQFH RI
+HZ GWV 3DFNDWG  ( QUALBUMVH  + 3(
VKDW KHGBV EXVQHWHV VR WP S@\ Pentation
RSHWDVWRQV DQG P RYH IDWWU Z VK D Analytics
F®RXG H[ SHUHQFH VKDW LV FUWFDO IRU
HYHU RW DQL] DURQV GLI WVDOIXVKWH $W
WKH +3( *WRZVK 0 DNHUV 6XP P LW
$P UWDU . DQLKN * DXU ) RXQGHU ,))
P RGHIDWG D SDQHO GLVFXWIRQ RQ

* HMQJ VKH EHWRI ERWK VKH Z RUTBV X V}-Ep 125y u [i2 y v(il'llH H 2HgH ] (?éi S ) pS2 SD! P Ho
RuS®DJ2 i HJ e 2 HSHIDODR§ONyY ShS puHZS wD2u b2 REu
QD +VEUG (QYLLRQP HQW §2u:®u HS ®! @i X T 2y SH 2 p§P2b , TTEBp2[! X, \DJ2 i i N
S 2 oD!0,D&§u HH SooH8: S ® | S P@O JSP2D
| P ®u2DX | SHHZU R8O J2 i HOwSou2u 2Py §

Anirban Roy
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THE INSIGHTS OF CYBERWORLD
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