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,QGLDV 1 DWRQDO&RP SXWAU( P HUWHQF\ 5HVSRQW 7HDP  &(57 ,1 LV -
UHVSRQUE®! IRU WHVSRQGIQ) VR FRP SXWU WHFXUW  LQFIGHQW {s-1s-
HSRWMQJ RQ YX@HWDELMHY DQG SWRP RWQJ HIIHFVYH ,7 VHFXUW 1HZ VILRP \KH IQGX VA
SWDFVIFHV VIKLRXJ KRXWWKH FRXQW
3WRIWDP P HV
,Q VKH GLLHFVIVHV ILRP VIKH &( 57 ,1 RQ $SUO WY P DQGDWAG 2\ ELUHEXUW
VIKDWDAF\ EHUHFXUW DAXHV P XVWEH LHSRUMG VR &( 57 ,1 Z LWVKLQ V| &RQVXOIMRQ
KRXW Rl LQFIGHQW IGHQWIFDURQ RU QRVULFDURQ VR P IQIP lJH RU

7WDIQIQIV

P MODW VKH SWREGIP Z VKIQ VKLV WUFW GHDG@OH VKH EXVQHW

VKRX@S (H HYDOXXDWA W F\ EHUHFEXUW FROWRY $WVKH VDP H WP H (W EER
VKRX@ HQWXWH VIKDW DGHT XDV SURFHGXUHV DWH P SGIP HOWG DQG

FRP SO Z WK VIKHVH WHT XLLHP HQW 0 HGID &RYHDIH
&(57 ,0 HWIQGHG VKH GDW WD 6HSWP EHU IRU

P SBP HOWQJ VKH P HFKDQMP VR WRWH WKH . <& DQG RWKHU

P SRUWDQWGDVD RI VXEVFUEHW FXWRP HW/ IRU' DVD &HQWHV 9 LLYXDO

3UYDW 6HUYHU 936 SWRYIGHW &®XG 6HUYFH SURYIGHW/ DQG 9 LLYXDO

3UYDWA 1 HVE RIN 6HWIFH 931 6HUMFH SWRYIGHW Z KL IRU DA VKH

RWHU RU DQL DIRQV VKH GDW VR FRP SO Z MK VIKHVH GLLHFVIVH Z DV
VK - XQH
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0 RGHW P REL®! GHYLFHV G\NH WP DWBKRQHV DQG VDEBIW LQFOXGH FDSDFIVIYH VRXFKVFUHHQV VKDW
VXSSRUNVP XOUVRXFK DQG FDQ GHWFWYHU \P D@ H®FWAF |IHGV + RZ HYHU H®IFWRP DJ QHIF
LOWAUHWHQFH (0 , DQG FKDW HUQRLVH KDYH DQ DGYHUMH HIIHFWRQ FDSDFIMIYH VRX FK VEUHHQV

5 HWHDWFK KDYH WKRZ Q VKDW( 0 , FDQ LOVAUHWH Z IK VRXFKWFHHQ XVHU H[ SHUHQFH DQG SRWEQ
WHVXAQVQ XQSWHGLFVDE B DQG GDQJ HIRXV EHKDYIRU ,Q RQH LOWDQFH ( 0 , V.J QDY FDXVHG D SKRQH
WKDWZ DV FKDW LQJ VIR LHVHUYH DQ H[ WHP HO H[ SHOQW.YH KRWHOLRRP

7KH SXWBRW RI GHYH@RSIQJ * KRWYRXFK Z DV VR VAWWKH K\ SRVKHWY VKDW( 0 , P D\ EH X\VHG VR
J HQHWDVH FRQWRADE B VRXFK HYHQW DQG LQIMDVIA IDQGRP  EHKDYLRURQ FDS DFIVIYH VRX FK VFLHHQV

* KRWWRXFK LV D VDW HWG DWIDFN 7R VKQH VKH HT XLSP HQW VKH DGYHU/DU QHHGV VR EH DZ DWH RI
VKH P RGHODQG P DQXIDFWUWHU Rl VKH YIFMP V SKRQH $GGIMRQD@ VKH DWIDFNHU P D\ UHT XLLH
DGGIVIRQDOSKRQH IHIWAG LQIRWP DURQ VXFK DVVKH SDWFRGH Z KLIFK VKH\ P XVWREVIDLQ VIKLRXJ K
VRFLDOHQJ LQHHUQJ RU VKRX@BHUVXULQJ

3XEQF VSDFHV Z KHWH LQGLYLGXDY P L] KWSXWVKHLU GHYLFHV IDFH GRZ Q RQ D VDE® @NH FDIHV
@EWUHV RU FRQIHWHQFH KDAY DWH ViKH SUP DU DWDFN VFHQDUR 8 QGHU VKH VDE®! VKH DWIDFNHU
Z LGKDYH LQVHUMG VIKH DWIDFN P DFKLQHU VR VKDWDWDFNV P D\ EH @XQFKHG LHP RO

7KH H[ SHUP HQWAW/ XVHG * KRWWRXFK VR GR D QXP EHURI VDWNV LQFOXGLQJ DQVZ HUQJ VKH SKRQH
VDSSIQJ D EXWRQ XQ@FNIQJ E\ VZ ISIQJ XS DQG HOWAUQJ D SDWZ RUWG $Q DWDFNHUP D\ FD@D
YIFVIP  Z KRVH SKRQH LV 1Q IBIQWP RGH XWH * KRWVRXFK VIR DQVZ HUVKH FDADZ VK RXWDBIRQI VIKH
YIFIP  DQG VKHQ @WHQ LQ RQ D SUYDWH FKDW

Victim's device

! \ Connect to
Message network?

http

EMI Device
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,QGID ) XWKWH ) RXQGDVIRQ  ,))  IQ
DWRFIDVRQ Z VK 0 HVD 3 @WRWP V DQG
$WDP 3RAFH MXQFKHG VKH A LJLVDO
/MAWDFR 3WRIWDP BIQ $WDP RQ WK
0 D\ 7KH MXQFK HYHQW Z DV
RUDQUHG DW 5R DO 3XEQF VFKRRO
$WDP  Z KHIH WXGHQW ILRP  GL IHUIHQW
VFKRRQY SDUMFLS DWAG LQ VIKH SLRJ LDP

&\ EHUH[ SHUW ILRP ,)) FRQGXFWAG DQ
IQWDFIYH  VHWIRQ  IRU  WXGHQW
WDFKHW/ DQG D@ DWWQGHHV DERXW
F\EHU DZ DIHQHW DQG GLJ VDO VDIHW
+DWP HHW6LQIK BSHFIDO' * 3 $WDP
SRAFH JDYH VKH LQIMDO LQWRGXFWRQ
IRGRZ HG E\ $ QNIVID 1 DIN [LRP 0 HVD

| ».) AHARASH! Y

,QGID IXWXUH |RXQGDVIRQ LQ DWRFIDWRQ Z IMK 0 HViD DQG 0 DKDUWDVKWD &\ EHU@XQFKHG WH A LJ WVXOOMUDR
3WRIWP BRQ WK 0 DUFK IRUWH VWKRROWXGHOQW 1Q VK{H WIVA RI O DKDUIDWKWD Z MK WWH DIP - VR
HGXFDW FKL@GBUHQ RQ KRZ VR SIRWMFWIHP VHOHVIURP VWFKQR®J\ UHOWAG FUP HV

7KH WHYIHZ Rl VKH GLI VDODMDR FXUWIFXO(P DOR FRYHWHG KRZ VR UHFRI QI H [P SRWMWY Z KR KIGH RXWIQ
VKH GDUN DUHDVRI VKH LOWADHWAS 1QJ RQ LQQRFHOWYLIFVP VZ KR DUH SURQH VR YILKVHV \S\ Z DIH DQG IWDXGV
VKDWFDQ UHVXOMQ SKIKIQI VFKHP HV RUHYHQ P RUH VHURXY FUP HV %RMZ RRG FHOEUMHV$ P HHVKD 3 DWO
DRQJ Z MK 0 U<DWKDWL<DGDY 6HQIRU,* 3 0 DKDUDVKWD &\ EHUDWAQGHG WWH HYHOW
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,QGLD ) XWXUH ) RXQGDVIRQ LQ DWRFIDVRQ Z WK 0 LFLIRVRIW FRQGXFWHG DQ H[ FOXMlYH VHWIRQ RQ
6HFXUQJ ,QGIDV &\ EHU 6SDFH ILRP (P HUILQJ 7KWHDW IWRP D SHU/SHFVIYH VKDW HQVXUHV
WUHQJ VIKHQLQJ VHEXUW SRVVIRQV VR S URVFWDJ DLQWF\ EHU DWIDFNV

,Q VKLV VHWMRQ VKH FXUHQWMVXDVIRQ Z DV DQDO] HG DQG VKH IRARZ 1QJ SRIQW Z HIH GLVFXWHG

6HFXUQJ ,QGLDV &\ EHUBSDFH ILRP ( P HU LQJ 7KUHDWO HFVRUY
&\ EHUYX@HWDE LAVHV DQG VDI HI XDUGV GXUQJ &\ EHU: DUDWH
) XYWWH RI & EHU: DUDWH
KDWFRX@ ,QGLD GR VR VHFXWH LW FUMEDO LQIWDWUKFWKH ILRP  HP HULQJ F\ EHU VIKUHDW
YHFVRUY!
+RZ VR WUHQJ VKHQ VHFXUW SRVMIRQ VR SRVHFWDJI DLOWWF\ E HUDWIDFNV

7KH VIP H KDV ®RRQJ JRQH Z KHQ SHRS®1 LQ VKH P DQDJ HP HQWGLGQ WUHD@ H VKH P SRUDQFH RI
VHEXUW DQG WHFXUW SWRIHWMRQDY QHHGHG VR FRQYIQFH VKHP VR P SGIP HQW VHFXUW
P HDWXWHV 1RZ VHFXUW LV QRW DQ DGGIMRQDO FRW RI GRIQJ EXVQHW EXW D QHFHWDU
LQYHWP HQW RUP RW\RU DQL] DURQV

7TKWIRXJIK VKLV FRQVXADVIRQ Z H LOWAQGHG VR KLJ K@ KWMKH QHHG VR VHFXWH DQG VDIHJ XDWG ,QGLD V
IXWKWH GL) VDO HFRW WHP  DQG SWRYIGH D FRQFWIHW VRXVIRQ VR VDFN®I VKH HP HUW LQJ WKUHDW
YHFVRRUD/
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,QGID ) XWXWH ) RXQGDVIRQ FRQGXFWAG D
WDLQLQJ Z RINVKRS RQ RSHQ VRXUFH DQG
VRFLDOP HGLD SR LQWALGLFVIRQV IRU
SIHYHOWQJ GWXJ  WDIILFNIQJ)  DQG
FRP P HFIDO FUP HV lQ +LP DFKDO
3WGHWK IRU @Z HQIRWFHP HQWRIILFHW/
IRP  WKH 1DWFRWFV DQG &XWRP

' HSDUP HQW  /DZ HQIRUFHP HQW
RIIFIDY ZHWH HGXFDWG RQ KRZ

FU SVRFXUHQFIHV DQG VKH GDW Z HE

IXQFVIRQ VR WRS GWXJ WDIIIFNIQJ DV
P RWRI VKH L@ DO GUXJ WDIILFNLQJ

VDNH S@FH LQ VKH GDWN Z HE DQG VKH
SD\P HQW LV GRQH XMQJ ELFRIQV $V
ELVFRLQ LV KDUG VR WDFH DV WLV D GLJ VDO

FXUHQR\

7KH WDIQIQJ LQFOXGHG 3RAOFH
6VDVH  7D[ ([ FLVH 6 SHFLDO
,QYHWIO DUIRQ XQIW &' 7 ()

DQG +311%RIILFHU

0871 (8l E 21sloa{G 2fE1 UZEE-{"3221s"D s( "D 17 0a1"37UP
7KH P DLQ REMIFVIYH EHKLQG VKLV WDLQLQJ Z DV VR GHYH®RS QHZ WNLAQY IRUMZ HQIRWFHP HQWRIILFHW/
VXFK DV XQGHUADQGLQJ VKH FU SVRFXUHQF\ FRQFHSWDQG KRZ ' DWN: HE RSHWDWAV 7RGD\ 9 LLYXDO
&XUHQFIHV ' DWN: HE 0 DUNHWXVH DUH WHDGLO JRZ 1QJ /DZ HQIRUFHP HQWRIILFHUW/ P X\WWNQRZ VR
FRO{FW DQG GIWHP LQDW GDVD VR SWHYHQWP IVXVH Rl VKH LQQRYDVWWYH VWFKQRARJ\ IRU FUP LQDO
SXWBRWHV 2 [IIFHW/ GHYH®SHG DZ DIHQHW RI VKH WSHV DQG VFRSH RI LGDFIW WDGH WDIILENLQJ
DFVIYIMHY RQ VKH GDWN Z HE 3 DUAFLSDQW Z HUIH VKRZ Q VKH SRVHQWDORI VKH QHZ VIDW IRIFH Z KLFK
FRX@ EH VHWXS VR VKDWH GDVD DFLIRW RU DQL DRQV DQG MUVGLFVIRQV RQ VKH GDWN Z HE 8 Wl H
VXFK VKDWHG GDVD IRU FUP H VWDFNLQJ 2 1IIFHY IIRP 1DWFRVFV  &XWRP ' HSDUP HQWLQ
9%HQJ DOXXUK J DYH VKHLUS UIHVHQFH DQG QLFH |HHGE DFN DERXWKH SIRJ LDP
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7KH KUK@ KWRI ' ; 6HFXWH Z DV VKH LOWRGXFWRQ RI &\ EHUS5 DNWKD . DYDFK D SWIRMIFWE\ VKH &,,
7DVD &RP P XQLFDVIRQV &HOQWAU IRU " LJ VDO 7WDQMRWP DVIRQ DQG 0 LFIRVRIWVKDWRITHY D VWDLQLQJ
SWRIWP P H FRYHUQJ P RGX®V Rl F\EHU VHFXUW P RGX®IV VR LQGLYIGXDY DQG ' LJIMDO 5 IW

$ WHWP HQWIRU RU DOMODVIRQV VR KHG WH EXMOQHW FRP P XQW P SIRYH VKHLW F\ EHU VHFEXUW
SWDFVIVHV

,WZ DV QRWAG VKDWF\ EHUVHFXUW WHP DLQV VR EH DQ IWXH HVSHFLDGD IRUP LFLR P DADQG P HGLXP

HQWALBUVHV 0 60 (V GHVSIWA VIKH LOQGXWW V DP D] LQJ DGYDQFHP HQWVKLRXJ K GLJ IMDODGRSVIRQ LQ
VIKH SWHYIRXV VZ R \HDW/ 7KH &RYIG  Z KIFK QRWRQ® VHURX\VO P SDFWG VKH F\ EHU VHEXUW
FRP P XQIW EXWDOR KL K@ KWG VIKH QHHG |RUF\ EHU UHM.OHQFH FDXVHG D GLJ WVDOWDQMVIRWP DVIRQ
QO VKH QDVIRQ $\WVKLY SLYRVDOVIP H ' ; B6HFXWH KDV HWDEQWKHG IWHO DV D YHQXH IRU GIVFXWIRQV

DQG VKH GH@QYHU RI FUXFIDOVRGVIRQV LQ P DQDJI 1QJ HP HU LQJ WIKWHDW DQG F\ EHUVHFXUW Z KLFK LV
FRWHO Z DWKHG E\ VKH LOGXWW
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7KH ' HSDUP HQW Rl 6FIHQFH DQG 7HFKQRMRJ\

* RYHWQP HQW Rl ,QGID KDV SIRQHHWHG VKH
4 XDQWP ,QIRWPP DURQ 6FLHQFH DQG 7HFKQRARJ\
4867 SWRIWDP VR M\ VKH JWRXQGZ RN Z VK VKH
KHS Rl LQIUDWUKFWUH DQG SHRS® WHVRXWFHV
,QGLD ) XVKH ) RXQGDIRQ KDV SXE@KHG D tHSRUN
RQ ARZ IDU KDV ,QGID FRP H LQ 4 XDQWP
7HFKQR®RI\ 4 X67 Z I@EUQJ VRJ HVKHU DQG IXQG
DFDGHP LF WHVHDWFK JWRXSV VR FUHDW T XDQUXP
SWRGXFW LQ DWHDV Z KHWH VKH\ DUH P RWQHHGHG
,\WZ LGDOR KHE® VR VSHHG XS LQMDVIYHV VKDWKDYH
EHHQ SXWRQ KRG 7KH GHYH@RSP HQWRI  TXELW
TXDQWP FRP SXWHW/ FRP P XQLFDVMRQ |LEHUDQG
ILHH VSDFH DQG FU SVRJWDSK\ IRUH[DP S® Z L@
EHFRP H LQFUIHDVMQJQ® WJQULFDQW 0 HDQZ KL
DGYDQFHV 1Q TXDQWP DQRUVKP V DGYDQFHG
P DIKHP DWFDO TXDQWP  DSSIRDFKHV  DQG
TXDQWP IQIRLP DURQ MWHWP  VKHRU  Z L@
FRQVQXH VR EH P DGH / LON VR | X@UHS RUN

algU{s(3"-{z"Qdqg s3G"-3zWl Y Y(U

$V SDUMRI D @UW H LOFHOWYH SWRIWDP VR HQWFH SDUAFLSDQW LQ VKH VHP LFRQGXFVRU VHFVRUVR LW/
VKRUHV VKH ,QGLDQ JRYHWP HOWLY [Q GLVFXWIRQV Z WK 7DLZ DQ 6HP LFRQGXFVRU 0 DQXIDFVKUQJ
&RBRIDVRQ 760 & 7KHWH LVD JRRG SIREDELOW VIKDWE RXVKHUD ,QGLD Z LAKRW760 & VSMQWL LW
HYHU YIMW ,QGLD $V VKH VHP LFRQGXFVRUP DQXIDFVKUQJ SIRFHW QHHGV D YDWVDP RXQWRI FGIDQ
Z DMHUVXSSO DQG FRQUGHUQJ VKH VKRUWRJH RI FGIDQ Z DVAULQ SDUN Rl 7DP LO1 DGX 760 & P D\
DOR FRQWGHU 3 LDQWM * XNDLDW RU 1 RIGD VR VHWXS D S@QWLY ,QGLD ,QGLD DQG 7DLZ DQ KDYH
EHJ XQ VDOV RQ D IHH WDGH SDFWDQG FUHDVRQJ D VHP LFRQGXFVRUP DQXIDFWUQJ KXE 7KH 7DVD
* IRXS ,QWAO DQG 7DLZ DQV ) R[ FRQQ KDYH H[ SLHWHG LQWHIHWIQ VHWMQJ XS P DQXIDFWUQJ
SMOW LQ ,QGLD / LON VR | X@HSRUN
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$ QHZ WVHFEXUW |@Z Z DV ERXIJKWVR VKH QRWIFH RI 0 IFLIRVRIWZ KHWH VKH : LQGRZ V RSHWDMQJ

VWWHP Z DV FRP SIRP IMHG ,Q VKLV I@Z D KDFNHUFRX@ JHWFRP S®IW DFFHW RYHUDQ\ WHP RVHA
GHWVRS XMQJ WHP RW FRGH H[ HFXMIRQ 7KLV SLIREGIP Z DV QDP HG ) R@OD $ FRUXSWZ RUG | LA LV
VHOWVR VKH YIFWP Z KHWH U MWLV RSHQHG J LYHV DFFHW RI VKH FRP P DQG SWRP SVWWR VIKH KDFNHU
7KLV |@Z DIIHFW : RWG ([ FHO DQG 3RZ HWB RIQWZ KHQ VKH 0 LFIRVRIWEXSSRUN' DI QRWIF 7RRO
06' 7 LVFD@G RYHUWH 85/ SWRVRFRO

2Q 0D\ VKH QDR VHF F\ EHU

VHFXUW WHWHDWFK WHDP  XQFRYHWHG D

P DAQFIRXV: RUS GRFXP HQWKDWH] SGRIW

0 LFLRVRIWBXSSRUN' DI QRWIF 7RRO P V

P VGW VR XQ 3RZ HWBKH@ FRP P DQGV

GRZQ®DGV DQ +70/ Il DQG

GRZ QRDGV DQ +70/ Il $Q H[DP SO

DWDFN | RERZ V VIKHVH WIS V

+ $Q H WAWDOQON VR D WHP RWA + 70 /
SDJH LV LQFOXGHG LQ D P DAFLIRXV: RUG
GRFXP HQWKDWDGYHU/DUHY FUHDWH

e $ VFUSWIQ WKH WP RW +70/ LB
IOWKFW : RWG VR MXQFK VKH P V
P VGWS LRFHW

e 7KH DGYHUDUHV FUHDWG %DWH
HQFRGHG WKH @XQFKHG P VP VGW
SIRFHW  H[HFXWV  3RZ HWBKH®
FRP P DQGV

« 7KH P DQFIRXV GRFXP HQW WXQV
FRP P DQGV RQ VKH YIFIP A WWP
Z KHQ D XVHULQWALDFW Z VK LW/
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UXITBIQ) QR (3 6HFVRU  * RD&RXUH ( [ W5RDG * XXJ WDP
+ DU DQD ,QGID ?
Z Z Z 1QGIDIXWWUH RXQGDVRQ FRP
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